Abstract-Nowadays, there is a huge amount of data exchanged between different users; the security of the exchanged data has become a significant problem due to the existing of several security attacks. So, to increase the confidence of users several security techniques can be used together to enhance the level of security. In this research paper a new secure system is proposed. The proposed system employs cryptography and steganography together. The combination between cryptography and steganography contributes in increasing the security level to provide a robust system that can resist the security attacks. In this paper, the Twofish block cipher based cryptography is employed to encrypt the data. The Twofish permits trade-offs between speed, key setup time, software size, memory, and security level. The steganographic algorithm employed to hide the encrypted data into an image is the discrete wavelet transforms (DWT) algorithm. Different security tests are used to evaluate the security and functionality of the suggested algorithm, such as, the peak signal to noise ratio (PSNR) analysis and histogram analysis. The results reveal that, the algorithm proposed in this paper is secure.
INTRODUCTION
The rapid progress in computer networks allows a large amount of data to be transmitted over different kinds of computer networks. Usually, people send personal data and sensitive document over these networks, moreover, military application, e -commerce, video conferencing and money transfer. All these applications are made over a non-secured channel. Therefore, it is necessary to have strong security algorithms to protect these applications from attackers and to satisfy authentication, confidentiality and data integrity. So, various security techniques can be used, such as cryptography and steganography, these techniques increase the confidence of users to use such computer networks.
Cryptography is defined as the art of protecting the data by the encryption process [1] . The encryption process transforms the original information (plaintext) into an unreadable data called ciphertext. In this case, only the person who has the secret key can recover the original information. The steganography is the art of embedding data within an image or an audio. Usually the encryption process and hiding process are prepared in the transmitter while the decryption process and extraction process is done in the receiver.
The cryptographic algorithms rely on using a key to making the encryption and decryption process, while the steganographic algorithms do not need a key to make the embedding and extracting process. Usually, there are two cryptographic algorithms, namely, symmetric key, and asymmetric key algorithms. For symmetric algorithm the encryption and decryption processes of the data are executed using the same key, one the other hand; asymmetric algorithm employs different key for encryption and decryption of the data. Steganographic systems can embed the data using, the spatial domain steganographic, or the transform domain based steganography. Cryptography algorithm and steganography algorithm are coupled to design strong security systems.
Steganographic algorithms should satisfy the following conditions to be useful [2] : a) Invisibility: it means that nobody could notice the difference between the images before and after applying the steganographic system (cover and stego images). b) Security: To evaluate the security of steganographic algorithms, PSNR can be used to measure the difference between the images before and after applying the steganographic system (cover and stego images). PSNR can be calculated using: This research paper is introduced as follows. The previous study and related researches are presented in Section 2. The suggested system is discussed in Section 3. In Section 4, the simulation and the experimental results are discussed. The conclusion is presented in Section 5.
II. LITERATURE REVIEW
Several security techniques are used to ensure data security. Many techniques based on a combination of different security algorithms to improve the security of the data exchange. In [3] the filter bank block cipher based cryptography is combined with a discrete wavelet transform based steganography, so in addition to the encryption process, the encrypted message is hidden using the particular cover image to generate stego image. In [4] a hybrid image security framework was proposed by combining various security techniques together, which are cryptography, steganography and image compression. In [5] , an image steganography algorithm was designed using least significant bit (LSB) insertion; also, the authors employed the www.ijacsa.thesai.org RSA algorithm to execute the encryption process to generate a strong security system. In [6] , the advanced encryption algorithm (AES) based cryptography was used to encrypt secrete data, after that, pixel value differencing (PVD) with Kbit LSB substitution was employed to embed the encrypted secrete data into a true colour RGB image. In [7] , cryptography, steganography and digital watermarking were combined together to produce a robust security system, where visual cryptography scheme was used to encrypt a secret image, after that, Zig -Zag scanning pattern based steganography was used to hide the information, then, the secret shares were watermarked into an image using digital watermarking. In [8] , a secure and fast algorithm was proposed; it performs cryptography and steganography for the speech signal. In [9] , a novel steganography and authenticated image sharing (SAIS) algorithm were introduced without a need for parity bits. By using this algorithm, the user can share a secret image into n stego-images and can reconstruct it with any k or more than k stego-images but not less than k stegoimages. A novel approach was proposed in [10] , in this approach, the secret image was divided into n shares to be hidden in stego images, and then image watermarking algorithm was used to embed fragile watermark signals into the stego images by the use of parity-bit checking to provide authentication. In [11] , vigenere cipher based cryptography was combined with least significant bit based steganography; this combination was employed to scramble the secret data firstly, then embedding it to provide confidentiality of the information. In [12] , the encoded process consists of encryption and hiding, where AES was used for encryption and bit substitution-based steganography was employed for hiding.
III. PROPOSED ALGORITHM
The aim of this paper is the design of a secure algorithm using different security techniques. The design based on the combination of two powerful security techniques, these techniques are cryptography and steganography. So, the data to be sent, it should firstly be encrypted, after that it should be hidden using a particular cover image, then it can be sent to the other user. In this paper, the Twofish block cipher is employed to make the encryption process, and the DWT steganographic algorithm is used to make the embedding process. The block diagram of the proposed system is shown in Figure 1 . Note that the proposed system consists of four processes which are encryption process, embedding process, extraction process and decryption process. These processes are described as in the following algorithm.
Algorithm
Input: Data to be sent.
Output: Original data is encrypted and embedded in an image and recovered properly. Start 1. Original data.
2. Encryption of original data.
3. Implementation of DWT based steganography using Haar wavelet.
4. Embedding the encrypted data.
5. Generation of stego image.
6. Extraction of embedded encrypted data.
7. Encrypted message generation.
8. Decryption.
9. Original data.
Finish

A. Encryption and Decryption Processes
The encryption and decryption processes based on the Twofish block cipher as shown in Figure 2 [12] . Twofish is a symmetric cryptographic encryption algorithm. It employs 16 rounds Feistel structure with additional whitening of the input and output. In this algorithm plaintext is split into four 32-bit words which are Xored with four key words that are called the whitening process. This process is followed by sixteen rounds and in each round the same process is repeated [12] . Note that, : Bitwise xoring. : 32-bit word-wise addition. 360 | P a g e www.ijacsa.thesai.org 
B. Embedding and Extraction Processes
DWT is used to execute the embedding and extracting process. Haar wavelet is employed to decompose the cove image into four coefficients or sub -images which are called approximation, horizontal detail, vertical detail and diagonal detail coefficients. The data is hidden in the vertical and diagonal detail coefficients to generate the stego image. So the embedding technique replaces the data in a given pixel with data in the cover image using the following algorithm.
Embedding Process Algorithm
Input: Encrypted information and the cover image. 
IV. RESULTS ANALYSIS AND DISCUSSION
To evaluate and examine the performance of the proposed algorithm different cover images are used, which are Cameraman, Lenna, Peppers, House and Baboon where the size of the images is 256×256 bits. The cover images are employed to hide the encrypted data. The encrypted data is generated using the Twofish block cipher algorithm, then, the Haar wavelet transform is applied to produce the stego image to be exchanged over a non-secure communication channel. To recover the original data, the hidden encrypted data is retrieved to be decrypted to obtain the original message. PSNR and histogram analysis are employed in this research to examine the security of the proposed algorithm.
Usually, PSNR is used to measure the difference between the cover and stego images; it is measured in decibels (dB). PSNR is also used to evaluate the quality of the steganographic algorithm. If the PSNR of gray scale of the image larger than 36 dB, then, nobody could notice the difference between the cover image and the stego image, while, if the PSNR smaller than 36 dB, then the human can distinguish the difference between the cover and stego images [13] . The value of PSNR is calculated using equation (1) . Table 1 shows the values of PSNR for different cover images. As shown in Table 1 , the values of PSNR are greater than 36 dB; so, the proposed algorithm is secure. There is another method used to evaluate the security and efficiency of the proposed algorithm. This method is called the histogram analysis. In this case, it is essential to generate the histogram of the cover image and stego image, and then notice the difference of the histogram before and after the embedding process. If they are the same, then the embedding algorithm is secure, otherwise it is non-secure. In this research different images are analysed, so the histograms for different cover images are generated and compared with the histogram of their corresponding stego images. Figures 3, 4, 5, 6 and 7 show the histograms of the cover images and the stego images. Note that, the histogram of cover images and stego images are the same and do not have any significant change. So, the proposed system is secure and can resist the attacks and statistical changes. 
V. CONCLUSION
In this paper, Twofish block cipher and DWT based steganography are combined together to generate a new algorithm which can provide a high security model. Twofish based cryptography is used to make the encryption process to the data, it provides the security and speed of the system. Haar wavelet transform based steganography is used to embed the encrypted data into a cover image to provide the security level. PSNR and histogram analysis were employed to evaluate the security of the suggested system. As shown in the results, all the values of PSNR using various cover images are larger than 36 dB, this means that, the hidden data is invisible. Also the histograms of the cover images and the stego images are similar to each other. This proves the security and efficiency of the suggested algorithm. In conclusion, this research paper can be considered as a base for further research in the field involving authentication, watermarking and keystroke.
